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Security should be a speedbump, 
not a roadblock
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Improving the authentication experience for 
military and overseas customers

Primary one-time passcodes (OTP) sent by SMS or phone calls, are 
unreliable, insecure, and sometimes impossible to receive for 
international and military customers.

Through customer verbatims and call center logs, our team discovered that 
overseas customers (many of them in the military) could not easily pay bills or 
send Zelle payments with the bank's standard step-up/secondary 
authentication process.

Due to security requirements and non-US based phone carriers, overseas 
customers could not receive SMS or automated phone calls for step-up 
authentication to their U.S. or International phone numbers.

Although this was the standard and secure method for domestic customers, we 
needed to find another secure solution to be inclusive for all our customers.

Experience design (XD) manager and principal product designer

Product manager, content strategist, designer, developer, 
Information Security officer, QA • Research and discovery

• Interaction design
• Clickable prototype
• Usability testing
• Real-world prototype
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We conducted usability testing at a research lab in San Francisco over the course of 2 days with a total of one 
dozen participants. Approximately 10 out of the 12 participants said the push delivery was as easy to use as SMS 
delivery and they would gladly use it if we launched this new feature. To them, the SMS and Push services were 
fairly indistinguishable. These were the results we had hoped to achieve from user testing but something big 
was missing from the equation. 

Each month usage increased as customers discovered the 
new feature. However, the data showed an average 
customer success rate of only ~50%. Our target was 
between 75% and 80% and a large contrast with the SMS 
success rate of 93%. We needed to look deeper into the 
data to find out what was happening with the new service 
and discover why there was such a discrepancy in the two, 
very similar delivery methods.

With the help of our call centers, we discovered the root 
cause of the customer problem leading to poor success. 
Our team regrouped to discuss.

Customers, not being able to distinguish the subtle differences in SMS and 
push notification delivery, would click the incoming push notification before 
reading the entire message.

This would cause our app to be brought into the foreground, but the message 
disappeared. This was standard out-of-the-box behavior for a push notification 
because it's main purpose is to get a user's attention and get them into the app. 
Push wasn't meant to deliver messages that needed to be fully read and 
immediately understood.

I quickly researched the possibility of redisplaying the message payload 
data (the JSON code that the Apple Service sends to the device) so we 
could redisplay it to our customers after the app was brought to the 
foreground. This would give customers a second chance to see the 
passcode before dismissing the alert.

Since the prototype from the earlier usability study was mainly using 
mocked -up designs, I decided to code a much more realistic version of the 
solution. I built a real-world iOS app shell for delivery of a real push alert. 
After a few days of coding this new prototype, I shared my proposed 
solution with the the team.
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Since the prototype from the earlier usability study was mainly using static designs, I decided to 
code a much more realistic version of the solution. I built a real-world iOS app shell for 
delivery of a real push alert. After a few days of coding this new prototype, I shared my proposed 
solution with the the team.

Alert in notification center Solution: redisplay codeProblem: Tapping the 
message removes it

Solution: real-world coded prototype

Green light for quick revisions
I loaded the code onto a test device and set up a call with the team to 
review my new prototype.  I connected the device to my laptop and 
used QuickTime Player to share the screen of the test device over 
Skype to the entire team.

The new prototype made it clear how this new experience would work 
and how it would help our customers complete a security challenge 
using push. The team unanimously agreed to fast track the solution for 
a re-launch.

The redesign saw the customer success rate climb to near 
75% - much more inline with our initial target.

Redisplaying the passcode helped customers complete 
their step-up challenges. This was a huge boon to our 
International and Military customers because they could 
now self-serve on their own time with our new and secure 
passcode delivery method.

Research and usability are useful tools to help craft the ideal solution, but iterative approaches 
and real-world customer usage of an MVP are essential.

Real-world usage helped uncover a key issue that wasn’t easily anticipated with our initial design, 
even with testing and using standardized UX methodologies. By utilizing multiple tools and 
iterating often, you can get to better solutions faster. 
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I am a young, unmarried soldier in the U.S. military and stationed overseas. I frequently use Zelle to send 
money back home to my relatives, but I'm unable to receive the necessary one-time passcodes on my 
phone when I'm outside the United States.

My only solution is to call the bank and have a banker help me through the long process just to accomplish 
simple tasks. I’m struggling because I work long hours and the times I can call the bank don't always match 
normal U.S. business hours. This makes me feel frustrated and stressed.

Customer problem statement


